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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

I1K-4 Cnocoben COCTaBJISITh HOPMAaTHBHYIO JIOKyMEHTAITHIO (MHCTPYKITHH) o
AKCIUTYaTallMOHHO-TEXHUYECKOMY 00CITY>KUBAaHUIO CETeil 1 000pyI0BaHUS CBA3U

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOEHUS JUCLUIIINHBI:

- HAy4YHO-UCCJIEA0BATEIbCKHI

- TEXHOJIOTMYECKUH

1.3 JIucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIhHOCTH B
chepax: 01 OOpazoBanme u Hayka (B cdepe o0mero, mpodeccCHoHaTBHOTO W JOMOTHUTEIBHOTO
npodeccroHaILHOTO 00pa3oBaHus; B chepe HaydHBIX HccienoBaHuii), 06 CBs3b, HHPOPMAIMOHHBIC U
KOMMYHHUKAIIMOHHbIE TEXHOJIOTUHU (B chepe pa3paboTKu, MPOEKTUPOBAHUS, UCCIEAOBAHUS U IKCILTyaTalluu
PaZAMOAIIEKTPOHHBIX CPENICTB U PAIUOAIEKTPOHHBIX CUCTEM PA3JIMYHOTO Ha3HaueHus; B cepe 0OOPOHBI U
0€30MMacCHOCTH roCyJapCcTBa U MPaBOOXPAHUTEIBHOMN 1E€ITEIbHOCTH)

1.4 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaroIIMUXCsl TOJKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE Kon n HanmeHnoBaHme
(hyHKUMY / TPYAOBBIC komriereHiu @I'OC BO,
(GbyHKUMY / TPYyAOBBIC MU HEOOXOIUMOM ISt .
WnankaTopbl JOCTHKEHHSI KOMIIETSHIHHA
npodeccroHaIbHbIE (hopMHpOBaHUS TPYAOBOTO
JeicTBus (py HaTUIUU WK IpoecCHOHATBHOTO
npodcranaapra) nefcTBUS
[TIK-4 Cniocoben coctaBisth |PazpabaTeiBacT HOPMAaTHUBEI obecrieueHUs
HOPMaTHBHYIO MH(OPMAITMOHHOM 0€30ITaCHOCTH CEeTel 1 KaHAJIOB CBS3U
JOKYMEHTAIIHIIO
(MHCTPYKIHH ) TTO
IKCIUTYaTallMOHHO-TEXHUYEC
KOMY OOCITy>)KHBaHHIO CETEH
1 000pyIOBaHUS CBA3H

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH TUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

[IK-4 CnocobGeH cOCTaBISITh HOPMATHBHYIO JIOKYMEHTalMIO (MHCTPYKIUH) TIO
AKCIUTYyaTaIIMOHHO-TEXHUIECKOMY OOCITYKHBAHHUIO CETEH U 000PYIOBaHUS CBS3H

Ne HaumenoBanue dopma
n/m JIMCITUILINH, oOyueHwMst
OIIPEACIIAOMINX Ounas | 3aouna
MEKTUCLUMIUTMHAPHBIE |(cemecT Pt
CBsI31 p) |(cemect
p)
6| 7116]|7
1|{OcHoBHI IOCTpOEHUA | + | +
WH(POKOMMYHHUKAITUOH
HBIX CUCTEM U CeTeH
2 |Cucremsl 1 ceTn + +
CBSI3H C MMOABHYKHBEIMH
00bEKTaMH
3| TexHomoruueckas + +

(IpOEKTHO-TEXHOJIOTH
YyecKast) IpakTHKa

2. MecTo nucuuiuiaabl B cTpykrype OIl 0akanaBpuara:




JuctuminHa «WHpopmannoHHass 0e30MacHOCTh TEIIEKOMMYHUKAIIMOHHBIX CETEH» OTHOCUTCS K 4YacTH,
dbopmMupyeMOll yd4acTHHUKaMH OOpa30BaTENIbHBIX OTHOWIEHWH, YydeOHoro riana OIl mo HampaBieHUIo
noarotoBku 11.03.02 - MTHPOKOMMYHHUKAITMOHHBIE TEXHOJIOTUU M CUCTEMBI CBSI3H.

JucrunmHa «MHbOpMannonHas 6€301macHOCTh TEJICKOMMYHHUKAIIMOHHBIX CETEi» U3y4JaeTcs B 5 cemecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM IHUCIUILIMHEL 3 3.¢€.

Oumnas: 3 3.¢.

3aounas: 3 3.e.

. Ounas 3aoyHas
Bun yueGHOM paboThI
(Bcero yacoB) | (Bcero 4yacon)

OO0mas Tpyn0éMKOCTb 1M CHUILTHHBI 108 108
KonTaktHas pabora 48 12
Jlexnuu (Jlexiun) 16 4
[Tpaktuueckue (IIpakr. pab.) 32 8
CamocrositenbHas pabota (CP) 60 92
3auer - 4

3.2.ConepxaHue Kypca:

Ne HasBanue Bun yue6Ho# paboThl, yac. | @OpMBI TEKYIIETO
TEMBbI pa31[ena/ TEMBI Jleknun Hp aKT. CP KOHTPOJIA
pao.
o|3]o]3]0]3
5 cemecTp
1 Beenenue B Ub. ColOecenoBanue
Hoxrpuna b B PO 310516 b1z 18
2 OCHOBHEBIE ColOecenoBanue
COCTaBJISIFOIIINE
HAI[MOHATbHBIX 3 105 6 HEEET
nHrepecoB PO B
nH(pOpMAITMOHHOM
cpene
3 Nudopmarusi. CobecenoBanue
OcHoOBHbIE CBOICTBA
U XapaKTepUCTUKA 3 1 6 | 2 |12 |18
0€30IacHOCTH €¢
MIPUMEHEHUE
4 VYrpo3st Ub 3 1 6 | 2 |12 | 18 | CobecenoBanue
5 CucremHoe 3amura
obecrieueHne 4 1 2 |2 114190 1a00paTOPHBIX
3aIUTHI pabor
nHpopmarun
Tema 1. Beenenne B Ub. Jloktpuna Ub B P® (I1K-4)
Jlexknus.

AN

JaiiTe onpeenieHne MOHATHIO «MHPOPMAIIHOHHAST 6€30MTaCHOCTHY.

[lepeuncnuTe OCHOBHBIE COCTABISIONIAE HHPOPMAITMOHHON 0€30ITaCHOCTH.
KaxoBo 3Ha4eHHE COCTABISIFOIIMX /ISl CYObEKTOB HH(POPMAIIMOHHBIX OTHOIICHU?
KaxoBbl uaTepecsr PO B nundopmarmonHoit cdepe?

Onpenenure UCTOYHUKH YIpo3 HHPOpMAIIMOHHOU Oe3omacHOCcTH PD 1 mocTpoiiTe ux Kiaccu(ukarmro.




6. Ilepeuncnure OCHOBHBIE METObI OOECTIedeHUsI HHPOpPMAITMOHHON O6e3onacHocTH PO.

7. KakoBbl OCHOBHBIE MPOOIEMBI MEXTYHAPOJHOTO COTPYIHUYECTBA B HACTOSIILIEE BpeMsi?

8. KakoBbI OCHOBHBIE JOKYMEHTHI B 00JIaCTH MEXITyHAPOAHOH HH(OPMALIMOHHOM 6e301acHOCTH.
IIpakTnyeckoe 3ansATHE.

JlabopaTopHas padora Nel. Pe3epBHoe KonmupoBaHMe U BOCCTAHOBJIEHHE JAHHBIX.

O3HakoMJIeHHE CO CIOCOOaMH PE3epPBHOTO KOMMMPOBaHUs HH(POpMALIUU

Jlaboparopnas pa6ora Ne2 . Iloncucrema 6ezonacnoctu WINDOWS.

O3HakoMJIEHHE ¢ TOACUCTEMOM Oe3omacHocT Windows
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

3agaHus A1 CaMOCTOSTENFHOM pabOThI

IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOIO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHoCTh. OnpenenuTe ux GpyHKIMOHAIbHBIE
00SI3aHHOCTH.

ChopmynupyiiTe MOJIOKESHHS TOCYTapCTBEHHON MTOJIMTUKHU B 0071aCTH o0ecredeHust nH(OOPMAIMOHHON
0€301acHOCTH, OIIPEACIIUTE TIEPBOOYEPETHBIE MEPOTIPHUATHS 1O 00ECIICUECHUIO0 HHPOPMAITMOHHOM
0€30MacHOCTH, JIAUTE UM OIICHKY.

Tema 2. OCHOBHbBIE COCTABJIAIOIINE HAMOHAJBLHBIX HHTepecoB PD B unopmaunoHHoii cpene
(ITK-4)
Jlexknus.
Jaiite onpeeneHne NOHATHIO «3aLIUTa HHPOPMALIUI.
Yto moHUMaeTCs Mo TEPMUHOM «0€301acHOCTh HH(DOpMALIUN»?
Uro BKITIOYaET B ceds 3amuTa nHpopManmmn?
KaxoBb! 1ienu 3amuTsl nHGopMarmm?
Kakoe MecTo 3aHMMaeT 3amuTa nHGopManuy B THPOpMAMOHHON 6e30nacHOCTH?
KaxoBbl ypoBHU 0OecTieueHrnst HHPOPMAIMOHHOM 6€30MmacHOCTH?
Jaiite onpezeneHne NOHATHIO «ITOJTUTHKA HHPOPMAITMOHHON 0€30MaCHOCTH OPTaHU3aLuN».
Yrto BXOAWT B aHAIN3 MH(GOPMAIIMOHHBIX PUCKOB?

NN Rk DD =

IIpakTH4eckoe 3aHATHE.

JlaGopaTopHasi padora Ne3 . OnpeaesieHue 3allUIEHHOCTH HHGOPMALMH NIPU
HECAHKLIMOHHPOBAHHOM J0CTyIe

Omnpenenuts NoKa3aTenu 3alUIEeHHOCTH (YA3BUMOCTH) HHGOPMAIUH NTPU HECAHKLIIMOHUPOBAHHOM

nocrymne. [IpoBecTu aHaan3 3aBUCUMOCTH MOKa3areisl yI3BUMOCTH HH(GOPMAIMH OT MapaMeTPOB CUCTEMBI
31

Jlaboparopnasi pab6ora Ned Cranpapr ynpasieHusi HH(popmannonnoi 6esonaciocrero I'OCT P
HNCO/M3K 27002-2012

Osznakomutbes ¢ TpeboBanusmu crangapra 'OCT P UCO/MBK 27002-2012 st KOMIUIEKCHOTO MOIX0/1a K
obecneuenuro Ub

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
3agaHus 111 CaMOCTOSTEIFHOM pabOThI

[Tpoananu3upyite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALIMOHHBIX TIOTOKOB, PACCMOTPUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe HeaH 3aiiThl
nHPOPMALIUHU HA JaHHOM Tpeanpustuu. OnpeaennuTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA TAHHOM MPEANPUATHH.

Tema 3. Unpopmanmsi. OCHOBHBIE CBOMCTBA U XapaAKTePUCTHKA 0€30NIACHOCTH ee IPMMEHeHue
(ITK-4)
Jlexknus.
1. Omnpenenure npeaMeT 3alUThl HHOOPMAIIHH.
2. KakoBbl OCHOBHBIE CBOMCTBA MH(GOPMAIIMH, KaK TTPEIMETa 3aIUTHI.



3. Uro oTHOCHUTCS K KOH(pUAEHIHATbHOI HH(popMaun?

4. KakoBbl OCHOBHBIE YPOBHH CEKPETHOCTHU TOCYIAPCTBEHHOM TaHBI?

5. B 4eMm cymHOCTh OCHOBHBIX TIOJXOJIOB K H3MEPEHHUIO KOMU4ecTBa nH(opMaum?

6. B ueM cymHOCTh HHpOpMAITUN KaK 00BbEKTa ITpaBa COOCTBEHHOCTH?
IIpakTH4eckoe 3aHATHE.

JlaGopaTopHas padora Ne 5.KasperskyKryptoStorage 1.0.

JaTh npakTHyecKkHe HABbIKH MO padoTe ¢ kpunTokoHTeliHepom Kaspersky
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

3amaHus AJi CaMOCTOSITEIBHON paOoThI

Hcnonb3ys manHbIe TPEabIAyIIEH TPaKTHIECKOM padOoThI, MPOaHATU3UPYUTE 0COOCHHOCTH KaXI0TO U3
Hocuteneit napopmanuu. CHopMyIUpyHTe TOCTOMHCTBA M HETOCTATKH KaKI0TO U3 TUIIOB HOCUTETIEH,
YCJIOBHS X XpaHEHUsI 1 00paObOTKH.

Tema 4. Yrpossl Ub (I1K-4)
Jlekumus.
1. CocraBbTe KIaccuduKaIuo yrpo3 nHGOpMaImoHHOM 0€3011aCHOCTH.
2. OxapakTepu3yHTe TpyIIbI IPeIHAMEPEHHBIX YTPO3 HHPOPMAIIMOHHOM O€30MacHOCTH.
3. JlaiiTe onpeselieHre MOHATHIO «HECAaHKIIMOHUPOBAHHBIN TOCTYT K HHMOOPMAITIN.
4. Kak crouTtcs MoeNb HapyIIUTENsd HHPOPMALMOHHOM O€3011acHOCTH?
IIpakTn4yeckoe 3ansATHE.
Jlabopatopnasi paGora Ne 6. Win Lock Proffesional v 4.53.
JaTh npakTuyecKkue HaBbIKU M0 padore ¢ cepBucHOi nporpammoii Win Lock.
3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
3agaHus 111 CaMOCTOSTEIFHOM pabOThI

Ha ocHoBe nierneit 3amuTsl HHGOpPMAIMK U HOCUTeNneil nHpopMaluy, OMpeNeInTe CIUCOK YyIpo3
MH(POPMALMOHHOM 0€30MTaCHOCTH, XapaKTEPHBIX Ul JAHHOTO TPEATIPHUSITHSA.

[IpoananusupynrTe puCKH, OIPEAEIUTE CTEIICHb UX JOILyCTUMOCTH.

CocraBbTe MOZIC/IM HapymuTeaeH HHHOPMAIIMOHHON O€30ITaCHOCTH, aKTYalIbHBIX JIJIsl JAHHOTO
MIPEATPUSTHSL.

Tema 5. CucremHoe odecnedenne 3amuthl HHpopmanuu (ITK-4)
Jlexknus.
. KakoBbI OCHOBHBIE IPUHIIMIIBI TIOCTPOCHHUS CUCTEM 3aIIUTHI HHPOpMAITUH?
. IlepeurcnuTe OCHOBHBIE MOJIEIIH 3aIIUTHI HH(OPMAIIUU U UX OCOOCHHOCTH.
. B ueM 3aknrodaercst CyuiHoCTh METOJOB 3aLIUThI OT CIIy4YailHbIX yrpo3?
. JlaiiTe onpeneneHue MOHATHIM «UACHTUPUKALMS U «ayTEHTU(PUKALIUN.

1

2

3

4

5. Tlepeuncnute OCHOBHBIC BU/IbI Ay TCHTU()UKAITUH.

6. Kak obOecrieunBaeTcs MOBBIIICHUE HAAC)KHOCTH U OTKA30yCTOMYMBOCTH MH(GOPMAIIMOHHBIX CHCTEM?
7. KaxoBa posb MOJArOTOBICHHOCTH MIEPCOHANIA B TOCTPOCHUU CHCTEMBI 3aIIUTHI HHPOPMALIUU?

8

Kakue Merompl M CpencTBa HCIONB3YIOTCA [JII OpraHU3alMH TPOTHUBOACUCTBHUS TPaJAUIIMOHHBIM
METOAaM HIIMUOHAXKA U TUBEPCUIA?

9. KakoBbl 0COOEHHOCTH TTOCTPOCHUS 3alUTHI OT HECAHKITMOHUPOBAHHOTO JA0CTYyIa?
10. Kakue MeToap! 3alUThl HHPOPMAIIMH OTHOCATCS K KPUMITOTpaPuIecKum?
IIpakTnyeckoe 3ansATHE.

Munumu3zanus ymep0da oT aBapuii U CTUXUHHBIX OSCTBUI

Hyb6nupoBanue nadopmaium

[oBblmIeHne HaEKHOCTH UHPOPMAITTOHHON CHCTEMBI

Coznanne 0TKa30yCTONYMBBIX HHPOPMALIMOHHBIX CHCTEM

A

OnTumu3anus B3auMOIeHCTBHUS TTOIb30BaTelNe 1 00CTyKUBAIOIIETO ITePCOHANa



A S I

MerTozsl ¥ cpesicTBa 3alUThl MHQOpMAIMK OT TPAJAULMOHHOTO IIMMOHAXA U IUBEPCU

MeTosb1 1 cpeicTBa 3aITUTHI OT 3JIEKTPOMArHUTHBIX M3TyYE€HUH U HABOJIOK

3ammra HHGOPMALUU OT HECAHKIIMOHUPOBAHHOTO OCTYTIA

Kpunrorpaduueckne MeTobl 3auThl HHPOpMAITUN

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

rocemaemMocts — 10 6ayuioB

TEKYIIHI KOHTpOsb — 70 6amioB

5 cemecTp

KOHTPOJIbHBIE Cpe3bl — 2 cpe3a 1mo 10 6aIoB Kax bl

npeMuanbHbie 6amsl — 20 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertoauka npoBeJeHUs 3aHIATUS U OIIEHKH

Te | /BHUI y4eOHOH |TEKylIero | KOI-BO

MBI paboTsI KOHTpOJs | Oamos

/ cpe3bl

1. |BBemenune B Ub. | Cobeceno 5 5 O0awtoB — CTYOEHT YMEET COIOCTaBUTh TIOMYYECHHYIO TIpH

Hoxrpuna Ub B | Banue MOATOTOBKE K TMPAKTHYECKOMY 3aHATHIO WH(POPMAIUIO, CPABHUBATH

PO pa3HbIe TOYKM 3pPEHHUA HA aHAIM3HPYEMYIO MPOOJIEMY, YMETh YETKO
(hopMyTHpOBaTE CBOM BOMPOCHI M OTBEYaTb HAa 3aJaBacMble €My
BONIPOCHI, BECTH JHUCKYCCHIO C WCIIOJB30BAaHUEM TEPMHHOJIOTHUN
COBpPEMEHHON (PU3UKH U XUMHUH
3 Gaya - CTyIEHT yMEET MPUMEHSTH TOITYYSHHYIO IPH TMOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh Ha OONBIIMHCTBO
BOIPOCOB, BECTH IUCKYCCHIO C HCIIONB30BAaHHEM TEPMUHOJIOTHHU
COBPEMEHHON (H3UKH U XUMH.
1 Gamm — CTyAEHT BNajeeT TEOPETHYECKUM MaTepHuajoM IO TeMme
MPAKTHYECKOTO 3aHATHSA, HWHOTAA 3aTpydHsAETCs TIpH OTBETEe Ha
BONPOCHI, HE yMeeT CQOPMYIHPOBaTh CBOI TOYKY 3pEHHUS Ha
obcykIaeMyto pooIeMy
Ecnu ctynent He BimazeeT mpoONIeMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOYKET OTBEYaTh Ha BOIPOCHI — OTBET OaJllaMH HE OI[CHUBACTCS.

2. OcHOBHEIE Cobeceno 5 5 O0awtoB — CTYOEHT YMEET CONOCTaBUTh TIOMYyYECHHYIO TIpH
COCTABIISIONINE | BaHUE MOATOTOBKE K TPAKTHYECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
HaAIlMOHAIBHBIX pa3HbIe TOYKM 3pPEHHS HA aHAIM3UPYEMYIO MPOOJIEMY, YMETh YETKO
naTepecoB PO B (hopMyTHpOBaTE CBOM BOMPOCHI M OTBEYaTb Ha 3aJaBacMble €My
nH(OPMAITIOHH BONPOCHI, BECTH JHUCKYyCCHIO C WCIIOJB30BAaHUEM TEPMHHOIOTUN

oi1 cpene COBpEMEHHON (QU3UKH U XUMUHU

3 Gainna - CTyIeHT yMeeT MIPUMEHSTh IMONyYSHHYIO TIPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh HAa OONBIIMHCTBO
BOIPOCOB, BECTH JUCKYCCHIO C HCIONB30BAaHHEM TEPMUHOIOTHU
COBPEMEHHON (H3UKH U XUMH.

1 Gamn — CTyIEeHT BiajeeT TCOPETHUYSCKUM MaTepHalioM IO TeMe
MPaKTUYECKOTO 3aHATHS, WHOTJA 3aTPyJHSETCSl MpPH OTBETE Ha
BOMPOCHI, HE yMeeT CQOPMYIHPOBAaTh CBOIO TOYKY 3pEHHUS Ha
o0cykIaeMyto pooIeMy

Ecmu cryneHt He BiazeeT mpoOiIeMaTHKoW MPaKTHYSCKOTO 3aHSTHS,
HE MOYKET OTBEYaTh Ha BOIPOCHI — OTBET OaJllaMH HE OI[CHUBACTCA.




Undopmarus.
OcHOBHBIC
CBOMCTBA U

XapaKTePUCTHKA
0e30MmacHOCTH
ec MPUMCHCHHE

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

10

10 6amioB — CTYIEHT YMEET COMOCTABHTh MOJYYCHHYIO MpPH
MOJITOTOBKE K TPAKTHUECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
pasHble TOYKH 3PEHHS HA aHAIU3UPYEMYIO MPOOJEMY, YMETh UYETKO
(OopMyTHPOBAaTH CBOM BOMPOCHI M OTBEUaTh Ha 3a/JaBacMbIC EMy
BOMPOCHI, BECTH JUCKYCCHIO C WCIOJIh30BAHUEM TECPMUHOIOTUH
COBPEMEHHON (PM3UKH U XUMHUH

8 0aIOB - CTYJACHT yMEET MPUMEHATH MOAYUYCHHYIO TIPU MOATOTOBKE
K MPaKTUYICCKOMY 3aHATHIO HHPOPMAIIMIO, OTBEUATh HA OOJBIIIUHCTBO
BOMPOCOB, BECTH JTUCKYCCHIO C HCIONB30BAaHHEM TEPMHUHOIOTHH
COBPEMEHHON (U3UKH U XUMH.

3 Oamnma — CTYACHT BIaJCeT TCOPETHUCCKUM MATEPHAIIOM IO TEME
MPAKTHYECKOTO 3aHATHS, WHOTJAA 3aTPYJHSAETCS MpPH OTBETC Ha
BOMPOCHI, HE yMeeT CHOPMYIMPOBaTh CBOKO TOYKY 3PCHHUS Ha
o0cyxmaeMyto mpoonemy

Ecimu cTymeHT He BiageeT MpoOIeMaTHkol MPaKTHYECKOTO 3aHSITHS,
HE MOXKET OTBEYaTh Ha BOMPOCHI — OTBET OaJlIaMK HE OI[CHUBACTCS.

Yrposst Ub

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

10

10 06amioB — CTYIEHT YMEET COMOCTABHTh MOJIYYCHHYIO MpPH
MOJTOTOBKE K TPAKTHUECKOMY 3aHATHIO WH(GOPMAIUIO, CPABHUBATH
pasHble TOYKH 3PEHHS HA aHAIU3UPYEMYIO MPOOJEMY, YMETh UYETKO
(OopMyTHpPOBAaTH CBOM BOMPOCHI M OTBEUATh Ha 3a/JaBacMbIC eMy
BOMPOCHI, BECTH JUCKYCCHIO C WCIOJIb30BAHHEM TECPMUHOIOTUH
COBPEMEHHON (PU3UKH U XUMHUH

8 0aIOB - CTYJACHT yMEET MPHUMEHATH MOAYUYCHHYIO MIPU MOATOTOBKE
K MPaKTUYICCKOMY 3aHATHIO HHPOPMAIIMIO, OTBEUATh HA OOJBIIIUNHCTBO
BOMPOCOB, BECTH JTUCKYCCHIO C HCIONB30BAaHHEM TEPMUHOIOTHH
COBPEMEHHON (U3UKH U XUMH.

3 Oamnma — CTYACHT BIAaJCET TCOPETHUCCKUM MATEPHAIIOM IO TEME
MPAaKTHYECKOTO 3aHATHS, WHOTJAA 3aTPYJHSAETCS MpH OTBETC Ha
BOMPOCHI, HE yMeeT CHOPMYJIMPOBATh CBOKO TOYKY 3PCHHUS Ha
o0cyxmaeMyto mpooneMy

Ecimu cTymeHT He BiageeT MpoOIeMaTHKol MPaKTHYECKOTO 3aHSITHS,
HE MOXKET OTBEYaTh Ha BOMPOCHI — OTBET OaslIaMH HE OI[CHUBACTCA.

CucremMHoOe
obecreucHue
3aIIUTH
UHpOpMaLIH

3amura
naboparop
HBIX paboT

60

10 6anmoB — CTYACHT BBIOIHUI JIAOOpaTOpHYI0 paboTy MpaBHIIBLHO,
pacdeTsl 1o paboTe MPOU3BEICHBI BEPHO, OTBETHI Ha KOHTPOJBLHBIE
BOIPOCHI [IPEToJaBaTes MOCIe BEITOTHEHHUS 1a00paTopHOi paboThI.
6 0aJuIOB — CTYZIEHT BBHINOIHUI J1aOOpaTOpHYIO0 paboOTy C OMHMOKaMHU,
pacdeTsl o paboTe cofepKaT HETOYHOCTH, OTBETHII Ha KOHTPOJIbHBIC
BOIIPOCHI [IPEToJaBaTes MOCIe BEITOTHEHHUS 1a00paTopHOi paboThI.
3 Oamna — CTyIEHT BBIOJIHHI JabopaTopHylo paboTy ¢ rpyOBIMU
omurOKaMH, HE CMOT NPAaBHJIBHO MPOBECTH pacdeThl U OTBETUTH Ha
KOHTPOJIbHBIE BOIPOCHI.

0 6anIoB — CTyIEHT HE BBITIOIHUI Ja0OPaTOPHYIO padoTy.

ITocemaeMocThb

10

10 6amnoB — crynent nocetui Bce 100% 3ausTuit

7-9 GanmoB — CTyAeHT moceTu He MeHee 80% 3aHsaTuit

4-6 6amioB — CcTyeHT nmocetwi He MmeHee 50% 3aHaTuit

1-3 Ganma — CTyIeHT MOCeTHIT He MeHee 25% 3aHaTuit

Ecnu crynenT mocermn meHee 25% 3aHATHIA, OAJUTBI HE HAUUCIISIFOTCS




7. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:

- 3a TPOCGKT, BHIIOJHEHHBIM TO 3aka3dy paboromarens H
peann3oBaHHBIN Ha npakTHke — 10 6asos;

- MOCTOSIHHAsl aKTHBHOCTb BO BpeMs IMpakTHUUECKHX 3aHATHH — 10
0aIIoB;

- TIOJTHOCTHIO MOATOTOBJIICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTukKe B
paMkax qucuuiuinHel — 10 6asos;

- mobema B MEXKPETHOHAIBHOW OJMMIIMAAE MO COLUOJOTHU
oOpasoBanus — 10 6aos;

- y4acTHe C JOKJIaJoM BO BCEPOCCHMCKOM OMMMIIMAJE MO TEMAaTHKE
n3yyaemoil qucuuiuinie — 10 6asos;

- y4JacThe B BBICTaBKE IO TEMaTUKE W3ydyaeMOW JUCIMIIUHBI — 10
0aIIoB;

- myOnmuKamMs CTaTbd IO TEMaTHKE H3y4yaeMoil OUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyH / )xypHane u3 nepeuns BAK — 10

8. |WnpuBuayanbHbIC 3a1aHUS, 20 Jo6op: CTyOeHT MOXKET MNpeNoCTaBUTh BCE 3aJaHHs TEKYIIEro
C TMIOMOILBIO0 KOTOPBIX KOHTPOJISL 1 KOHTPOJIBHBIE CPE3BI
MOXHO HaOpaTb
JOTIOJTHUATENbHBIE OaNIbl

9. Hroro 3a cemectp 100

HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPEeXOaIbHOM
mkane. IlepeBog 100-OamipHONW  pEeHTHHTOBOM  OLIGHKM 1O JAMCUUIUIMHE B TPAaTUIMOHHYIO
YeThIpeX0aIbHYIO0 OCYIIECTBISETCS CIEAYIOUIMM 00pa3oM:

100-6annpHas cuctema Tpagunuonnas cucrema

50 - 100 6aiuioB 3aureHo

0 - 49 Gaiu10B He 3aureno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
3amura JabopaTopHbIX padoT

Tema 5. Cucremnoe obecrieueHue 3amuTsl HHPOpMaIu
JlaGopaTopHasi padora Nel. Pe3epBHOoe KONMUPOBaHME U BOCCTAHOBJIEHHE JAHHBIX.
O3HakomIIeHHE CO CIOCOOaMU pe3epBHOTO KOMMMPOBaHUS HH(OpMAINU
JlaGopaTopHuasi padora Ne2 . [loncucrema 6ezonacaoctu WINDOWS.
O3nakomiieHHe ¢ oacucTeMoi 6ezonacHoctu Windows

JlaGopaTopHasi padora Ne3 . OnpeaesieHue 3alIUIEHHOCTH UHGOPMALMH NIPU
HECAHKIMUOHMPOBAHHOM AOCTYIIE

Onpenenuts nokKa3aTenu 3alUIeHHOCTH (YA3BUMOCTH) HHGOPMAIUH NTPU HECAHKLIIMOHUPOBAHHOM
nocrymne. [IpoBecTu aHaan3 3aBUCUMOCTH MOKa3areisl yI3BUMOCTH HHGOPMAIMH OT MapaMeTPOB CUCTEMBI
31

JlabopaTopHas padora Ned Crangapt ynpasienuss uHpopmaunonnoii 6ezonaciocrsio 'OCT P
HNCO/M3K 27002-2012

Osznakomutbes ¢ TpeboBanusmu crangapra 'OCT P UCO/MBK 27002-2012 st KOMIUIEKCHOTO MOIX0/1a K
obecnieuenuto Ub

JlaGoparopnasi pabora Ne S.KasperskyKryptoStorage 1.0.

JlaTh mpaKTHYECKHE HABBIKK 1O paboTe ¢ kpunTokoHTelHepoMm Kaspersky

JlaGoparopnasi pa6ora Ne 6. Win Lock Proffesional v 4.53.

JlaTh mpaKkTHYeCKHEe HAaBBIKK 1O paboTe ¢ cepBucHOM nmporpammoit Win Lock.

[TpumepHBIE BOPOCHI TECTPUPOBAHUS
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1. K Texnuueckum cpeicTaM npuema, o0padoTKu, xpaHeHus u nepenadu nadopmarmu (TCITN)
OTHOCATCS:

a) (!)cpencTBa u cucTeMbl HH(OPMATU3AIUH;

0) cpencTBa OTKPHITON Teae(OHHOM CBI3H,

B) CUCTEMBI IO)KApPHOM U OXPAHHOM CUTHAIU3alNH;

2. K BcromorarenbHbIM TexHUYECKHM cpenctBaM U cucteMaMm (BTCC) otHOCsTCS:
a) cpeacTBa U CHCTeMbl HH(POPMATH3ALNH;

0) ())cpencrBa OTKpBITON TesiePOHHOI CBSI3H;

B) IPOrpaMMHBbI€e CPeACTBA (ONEePALIMOHHBbIE CHCTEMBbI, CUCTEMBbI YIIPaBJIeHUs 0a3aMH JaHHBIX,
JApyroe od1ecucTeMHOE M MPUKJIAHOE IPOrPaMMHoOe o0ecreueHue).

3. OmacHoii 30HOH 2 Ha3bIBAETCS:

a) (!) 30Ha, B npeaesax KOTOPO OTHOLIeHNE “UHPOPMALMOHHBIH CUTHAJI/TIOMeXa” NMpeBbINIAeT
AOIMyCTHMOEe HOPMHPOBAHHOE 3HAYEHHE

0) npoctpancTBo Bokpyr TCIIH, B npeaesax KOTOPOro Ha CJy4ailHbIX AHTEHHAX HABOAUTCS
HH(GOPMANMOHHBIN CUTHAJI BbILIE JONMYCTUMOI0 (HOPMHPOBAHHOI0) YPOBHS

4. OmnacHoii 30HO! 2 Ha3bIBAETCS:

a) 30Ha, B NpeJeIax KOTOPOil OTHOIIeHUe “HH(OPMALMOHHBIN CUTHAJI/IOMeXa” NMpeBbIAeT
JA0MYCTUMOE HOPMHUPOBAHHOE 3HAYEHME;

0) (!) npocTrpancTBo Bokpyr TCIIN, B npenenax KOTOPOro Ha CIy4aiiHbIX AHTEHHAX HABOAUTCS
HH(OPMANMOHHBIN CUTHAJI BbILIE JOMYCTHMOro (HOPMHPOBAHHOI0) YPOBHSI.

5. CocpenoroueHHas ciiy4yaiiHasi aHTEHHA 3TO:
a) ())kxoMImaKkTHOE TEXHUYECKOe CPeICTBO;
0) kadesn, MPOBOAA, MeTALJIMYeCKHe TPYObI.

CobecenoBannue

Tema 1. Beenenue B Ub. loktpuna Ub B PD
Tunossle 3ananus codecenoBaHMs
IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHOCTh. Onpenenure ux GpyHKIMOHAIbHBIC
00SI3aHHOCTH.

CdopmynupyiiTe MOJIOKESHHS TOCYIapPCTBEHHON TTOJIUTUKHU B 001acTH oOecredeHus: HHHOPMAIIMOHHON
0€30TMacHOCTH, OTIPEACIINUTE TIEPBOOYEPETHBIE MEPOIIPUATHS 1O 0OECIICYCHUIO0 HHPOPMAITMOHHOM
0€301acHOCTH, JIAUTE UM OIICHKY.

[Tpoananuzupyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALMOHHBIX TIOTOKOB, PACCMOTPHUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMble B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
MH(POPMALUU HA JaHHOM Tpeanpustuu. OnpeaennTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
WH(OPMAITMOHHBIX MPOIIECCOB HA TAHHOM MPEIIPUITHN

Vcnionb3yst JaHHbBIE MPEabIAYLIeH TPaKTHYeCKOH padoThl, MpOoaHaTH3UPyHTE 0COOEHHOCTH KaXKI0TO U3
Hocurener nHpopmaruu. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIOTO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS MX XpaHEHUsS U 00paboTKH

Tema 2. OCHOBHBIE COCTABIISIONINE HAIIMOHATBHBIX HHTEpecoB PD B uHGOpMAIIMOHHOM cpene
TumnoBsie 3ananus codecenoBaHus
IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOIO
caMOyTIpaBJICHHUsI, OTBEUYAIONINX 32 HH(OPMAITMOHHYIO 0€30MacHOCTh. OnpenenuTe ux GyHKIIMOHATbHBIE
00s13aHHOCTH.
CdopmynupyiiTe MOJIOKESHHS TOCYIapCTBEHHON MTOJIUTUKH B 001acTH o0ecredeHus: HHHOPMAIIMOHHON
0€30TMacHOCTH, OTIPEACIIUTE TIEPBOOYEPETHBIE MEPOTIPUATHS MO 0OECIICUCHUI0 HHPOPMAITMOHHOM
0€301acHOCTH, JIAUTE UM OIICHKY.
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[Tpoananu3upyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HHPOPMALIMOHHBIX TIOTOKOB, PACCMOTPHUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
nHpOPMAaLUHU Ha JaHHOM TpeanpusTuu. OnpeaenuTe BO3MOXKHbBIE YTPO3bl 0€30MIaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JTAHHOM MPEANIPUIATUN
Vcnionb3yst faHHbBIE MPEabIAYIIeH TPaKTHYeCKO padoThl, MpOoaHaATH3UPYHTE 0COOEHHOCTH KaXKI0TO U3
Hocurenen nHpopmaru. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIOTO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS UX XpaHEHHUsI U 00paboTKH

Tema 3. Mudopmanms. OCHOBHBIE CBOMCTBA U XapaKTEPUCTHKA 0€30MaCHOCTH €€ MPUMEHEHHE
Tunossle 3ananus codecenoBaHMs
IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHOCTh. OnpenenuTe ux QpyHKIMOHAIbHBIC
00S13aHHOCTH.

CdopmynupyiiTe MOJIOKESHHS TOCYIapPCTBEHHON TTOJIUTUKH B 001acTH o0ecredeHus: HHGOPMAIIMOHHON
0€30TMacHOCTH, OTPEACIUTE TIEPBOOYEPETHBIE MEPOTIPUATHS 110 0OECIICUCHUIO0 HHPOPMAITMOHHOM
0€30MacHOCTH, JIAUTE UM OIICHKY.

[Tpoananu3upyite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALIMOHHBIX TIOTOKOB, PACCMOTPUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
MH(POPMALUHU HA JaHHOM Tpeanpustuu. OnpeaenuTe BO3MOXKHbBIE YTPO3bl 0€30MIaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JIAHHOM MPEANPUIATUN

Vcnonb3yst JaHHbBIE MPEabIIYIel TPaKTHYeCKOH padoThl, MpOaHAIH3UPYHTE 0COOCHHOCTH KaXKI0T0 U3
Hocurenen nHpopmarun. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIO0TO U3 TUIIOB HOCHUTEJIEH,
YCIIOBUS UX XpaHEHHUs U 00paboTKH

Tema 4. Yrpossr Ub
Tunossle 3ananus codecenoBaHMs

IIpoanamusupyiite JJokrpuny b P® u nocrpoiite cxeMy OpraHoB roCyAapCTBEHHON BIIACTHU U MECTHOTO
CaMOYIIPaBJICHHUs, OTBEUYAIOIINX 32 HHPOPMALMOHHYIO Oe30macHoCTh. OnpenenuTe ux QpyHKIMOHAIbHBIC
00S13aHHOCTH.

CdopmynupyiiTe MOJIOKESHHS TOCYIapCTBEHHON MTOJUTUKHU B 001acTH o0ecredeHust HHGHOPMAIIMOHHON
0€30TMacHOCTH, OTPEACIIUTE TTEPBOOYEPETHBIE MEPOIIPUATHS 110 0OECIICUCHUIO0 HHPOPMAITMOHHOM
0€301acHOCTH, JIAUTE UM OIICHKY.

[Ipoananu3upyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HH(POPMALMOHHBIX TIOTOKOB, PACCMOTPUTE
BUIBI HH(OPMAIIMK U €€ HOCUTEIH, UCTIONb3yeMbIe B ero nojpasaencHusx. CHopMyaupynTe Heau 3aiiThl
MH(OPMAaLUU HA JaHHOM Tpeanpustuu. OnpeaennTe BO3MOXKHbBIE YTPO3bl 0€30MaCHOCTH IS
MH(POPMALMOHHBIX MPOLIECCOB HA JIAHHOM MPEANIPUIATUN

Vcnonb3yst faHHbBIE MPEabIYLIel MPaKTHIeCKOH padoThl, MpOoaHaTH3UPYHTE 0COOEHHOCTH KaXKI0TO U3
Hocurener nHpopmaruu. ChopmynupyiTe JOCTOMHCTBA U HEAOCTATKU KaXKIOTO U3 TUIIOB HOCHUTEIIEH,
YCIIOBUS UX XpaHEHHUs1 U 00paboTKH

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILIMHE IPOBOAUTCS B hopMe 3aueTa

Tunosbie Bonpocekl 3auera (I1K-4)
TunoBbie BOMPOCHI 3a4eTa
. [orsiTre nH(MOPMAITMOHHON 06€30MTaCHOCTH
. OCHOBHBIE COCTaBJISIONINE HH(POPMAITMOHHOM OE30TTaCHOCTH.
. 3HaueHne NHPOPMALMOHHOM OE30MTACHOCTH [T CYOBEKTOB MH(POPMALIMOHHBIX OTHOIICHHH
. Uudopmarmonnas 6€30macHOCTh B CHCTEME HalIMOHAILHOM Oe3omacHoCcTH PD
. Obuiee coneprkanue 3aIUTHl THPOPMAITIH
. IloHsITHE ¥ CYIIHOCTbH 3alUTH HH()OPMAIIHH.

~N N L WD

. Llenu 3amuThl HHPOPMAITUH



8. MecTto 3amuTel HHGOPMALUHU B HH(OPMALIMOHHOM 0e301MacHOCTH

9. Monenu 3anuThl “HGOpMAITUN

10. CoBpemeHHas KOHLIETIIUS obecrieueHust MHHOpMAIIMOHHOHN 0e301macHOCTH

11. Tlpenmet u 00BEKT 3aIUTHI HHGOPMAITUH

12. Tlpeamer 3amuThl HHGOPMAITUU

13. Uudopmarus kak 0ObEKT IIpaBa COOCTBEHHOCTH

14. O6beKT 3amuThl HTHPOPMAITIH

15. Yrpo3sl uHpopMaIoHHOM 6e30nacHOCTH

16. CnyyaiiHble yrpo3bl

17. IIpenHamepeHHbIE YTPO3bI

18. Mozaens HapymuTess HHPOPMATMOHHON O€30MaCHOCTH

19. CuctemHoe obecrieueHue 3aiuThl HHPOpMAIUT

20. OcHOBHbIE TPUHITUIIBI TIOCTPOEHUSI CUCTEMBI 3aLTUTHI

21. Metons! 3amuThl HH(GOPMALTUU

22. MunnMmm3anus yuepoa oT aBapuil 1 CTUXUHHBIX O€JICTBUIA

23. lybnupoBanue uadpopmanuu

24. TloBbIlIeHHE HAJISKHOCTH HH(POPMALIMOHHOM CUCTEMBI

25. Co3gaHue 0TKa30yCTONYMUBBIX HH(POPMALIMOHHBIX CUCTEM

26. OnTuMH3anys B3auMOICHCTBUS TIOJIb30BaTese U 00CIYKHBAIOIIETO MEPCOHATIA

217. MCTO)IBI H CPpCACTBA 3alIUTBI I/IH(bOpMaHI/H/I OT TPAJUIMOHHOIO IIITMOHAXa U )II/IBepCI/II\/'I

28. MeTobl U CpeCTBA 3AIUUTHI OT IEKTPOMATHUTHBIX U3JIYy4EHUNH U HAaBOJOK

29. 3aHII/ITa I/IH(i)OpMaHI/H/I OT HCCAHKIIMOHUPOBAHHOTO NOCTYIIa

30. Kpunrorpaduueckue METOIbI 3aIIUTHI HHPOPMAITUH

00s3aHHOCTH.

Tunosble 3axanus s 3auera (IIK-4)

[Ipoananusupyiite Jloktpuny b PO u noctpoiiTe cxeMy OpraHoB rocyaapCTBEHHOM BIACTH U MECTHOTO
caMoyTpaBJIeHHsI, OTBEYAIONINX 32 HH(OPMAIIMOHHYIO 6€30MacHOCTh. OnpenenuTe ux GyHKIHOHAIbHbBIE

CdhopmynupyiiTe MONOKEHUS TOCYIAPCTBEHHON OJUTHKHU B 00JIACTH 00ecTieueHUs] HHPOPMAIIHOHHOM
0€30IacHOCTH, OTIPEEIIUTE NEPBOOYEPEIHBIE MEPOTIPUATHS 10 00eCeyeHUIO HH(POPMALIMOHHOM
0€30MacHOCTH, JalTe UM OLICHKY.
[Ipoananu3upyiite CTPYKTypy MECTHOTO MPEIIPUATHS, CXeMY HHPOPMAIIMOHHBIX TIOTOKOB, PACCMOTPHUTE
BUIBI HH(OPMAIIMH U €€ HOCHTEIH, UCIIONb3yeMbIe B ero nojpasaeieHusx. CHOopMyTHUpyHTe eTH 3aiiThl
WHPOPMALIMU Ha JAHHOM TpeaAnpusiTud. ONpenenTe BO3MOXHBIE YTPO3bl 0€30ITACHOCTH ISt
WH(POPMAIIMOHHBIX MPOIIECCOB HA TaHHOM TPEANIPHITHH.

Hcnonb3ys maHHbIe TPEabIIyIEH TPaKTHIECKOM padoThI, MPOaHATU3UPYUTE 0COOCHHOCTH KaXI0TO U3
Hocuteneit napopmanuu. CHopMyIUpyHTE TOCTOMHCTBA M HEMOCTATKH KaXKI0TO U3 TUIIOB HOCUTETIEH,
YCJIOBHS UX XpaHEHUsSI 1 00pabOTKH.

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI

Onenka

Kommnerenmu

Heckpuntopsl (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKA3aTeNn
JTOCTH>KCHHUSI pE3yJIbTaTa)

«3a4TCHO»
(50 - 100 6anoB)

TIK-4

JlocTaTouHO CBOOOJTHO pa3pabaThiBA€T HOPMATHUBBI O00ECTICUCHUS
nH(pOpMaAITMOHHON 0€30TTaCHOCTH CEeTEH U KaHAJIOB CBS3U

«HE 3a4TCHO»
(0 - 49 GannoB)

TIK-4

He yMeeT pa3pabaThiBaTh HOPMAaTHBBI obecrieueHus
nH(pOpMaAITMOHHOM 0€30MTaCHOCTH CETEH U KaHAJIOB CBS3U

5. MeTonnueckue yKkazaHusi AJ1s1 00y4a0IIUXCS 110 OCBOCHUIO M CHUILIHHBI (MOLYJIs)
5.1 MeTtoandeckue yka3aHus 110 OPTaHU3aIMN CaAMOCTOSTEIBbHOM PadO0ThI 00YUYaIOIIUXCSI:
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[Ipuctynas K W3yYeHUIO TUCIUILIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueM paboueil mporpammbl nuctuiummabl (PITJ]), xotopas ompexaenser coaepxaHue, oObeMm, a
TaKKe MOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecrieyeHre TUCIUIUIUHB U «MaTepruaabHO-TEXHUYECKOe
o0ecriedyeHre AMCUUIUIMHBI, POrpaMMHoOe obecrieuenue, npodeccuoHaibHble 0a3bl TaHHBIX U
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKUX Yacax.

B pasgmene «YyeOHo-meTomumueckoe U HH(POpMaLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKazaHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIHUILIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W HWH(GOPMAIMOHHBIE CIPAaBOYHBIE CHCTEMBD» COACPKHUTCS IEepeueHb
npodeccuoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOpeTUYECKUMU MaTepuaiaMy Mo TUCIUIUINHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €I1I€ pa3 npe3eHTaruo Jekuuu B cucteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl W JOMNOJHHUTh €ro € Yy4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IIPY CAMOCTOATEILHOM U3YYEHHH TEOPETUYECKON TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Yysl PEKOMEH/I0BAaHHbIE
B PI1/] ucrounuku, npodeccuoHabHbIE 0a3bl JaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHEBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATENILHOW PabOTHI, 10 TeMe MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl ¢poHna oueHouHbix cpeacts (POC).
5.3 Pexomennamuu 1o pabote ¢ Hay4HOU 1 yueOHOM uTepaTypoit

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TIJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MpU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAaeT NMPOpPabOTKy JIEKIIMOHHOTO Marepualia U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1omkeH cofepxarb pedepaTuBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha paszMemieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYpPbl IO
TeMaM, BBIBOJIBI MO KaKIOMY Bompocy. KoHCIEKT MoXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIMI WKW B OTAEIbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl HaydyHON JIHUTEpaTyphl MPU CAMOCTOATEIBHOM MOATOTOBKE K 3aHATHAM JOJIKHBI COAEPKATh
OTBEThl HAa Kbl TMOCTaBIEHHBIH B TEME BOIPOC, MMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U rofla M3JaHMsl HMCIOJIb3yeMOIl Hay4yHOH JHMTeparyphl.
KoncniekTr MoOXeT OBbITh OMOPHBIM (COIEp)KaTh JIMIIL OCHOBHBIE KIIIOUEBBIE IO3MIIMK), HO TPU 3TOM
MO3BOJIIONIMM JaTh TOJNHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OOBEM KOHCIEKTa
ONPENEISETCS CAMUM CTYIEHTOM.

B nporiecce paboThl ¢ OCHOBHOM M JIONIOTHUTEIBHOM JTUTEPATypPOl CTYACHT MOXKET:

- JenaTh 3allMCU MO XOIy YTE€HHA B BHJIE NMPOCTOr0 WJIM pPa3BEPHYTOro IIaHa (co3gaBaTh INEpEeUYeHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBJIATH TE3UCHl (LUTHpPOBaHHE HamOOIee BaXKHBIX MECT CTaTbd WM MOHOTpaduu, KOPOTKOE
M3JI0KEHHE OCHOBHBIX MBICJICH aBTOpA);

- TOTOBUTBH aHHOTAITMH (KpaTKoe 0000IIeHHE OCHOBHBIX BOITPOCOB PadOTHI);

- co371aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeH1alilny 110 OATOTOBKE K OTJEIbHBIM 33JJaHUSM TEKYILEro KOHTPOJIS

ColecenoBaHue TpeAnoyaraeT OpraHU3alui0 Oecelbl IMpernojaBaTess CcO CTYIEHTaMH II0 BOIPOCaM
MPAKTUYECKOTO 3aHATUS C LENblo 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN MO ONpEACICHHOMY
pasgeny, Teme, mpoOieMe W T.II. Bce WiIeHB TPyNIbl MOTYT Y4acTBOBaTh B OOCYKIEHUU, J00ABIATH
nH(pOpPMAIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.
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VYCTHBI ONMPOC MOXKET TPUMEHATHCS B  pasinyHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUpPOBaHHbII. OCHOBHBIE KaU€CTBAa YCTHOTO OTBETA MOJIIEXKAILETO OICHKE:

- IPaBWJIBHOCTb OTBETA I10 COACPIKAHHUIO;

- IOJTHOTA U INIyOuHa OTBETA;

- CO3HATEJILHOCTb OTBETA;

- JIOTMKA U3JI0)KEHUsI MaTepHaa;

- PallMOHAIBLHOCTH MCTIONB30BAHHBIX IIPUEMOB U CIIOCOOOB PELIeHNs TOCTAaBICHHON yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- UCITIOJIB30BAHUEC OOIIOJIHUTCIBHOIO MaT€puaa,
- padlOHAJIBHOCTH UCITIOJIB30BaHWA BPEMCHH, OTBCACHHOI'O HA 3aJaHHUC.

VYCTHBI OMPOC MOXKET COIMPOBOXKAATHCS MPE3CHTAIUEH, KOTOpas TOATOTABIMBACTCS IO OJHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BBICTYIUIGHHH ¢ Tpe3eHTaIeld HeoOXoAuMO oOpamarb BHUIMaHUE
Ha TaKHe MOMEHTHI KaK:

- cofep)KaHUE MPE3CHTAlMU: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUAM (II€TTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKaHHUS M JUTEPaTyphl), MPaKTHUECKasi HANpaBICHHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTbH MPE3CHTYEMOT0 MaTrepuara;

- odopmileHHE Tpe3eHTaluu: 00beM (ONTUMAIbHOE KOJIMYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE WU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHMHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHUE
OTBETHTb Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIE, TITyOOKHE 1 TIOIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBbl:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasna, pacKpbITHE TEeMbl, JOCTYIHOCTb
u3noxkeHus, dPpdexTuBHOCT npuMeHeHus cpeactB  WKT, cmocoObl W  yCIOBHS  JTOCTHIKECHHUS
PE3yABTaTUBHOCTH M I(PGEKTUBHOCTH AJIsS BBIOTHEHUS 3a/ad CcBOed MpodeccHoHATbHOW WU yueOHOU
JeSITeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apryMEHTHUPOBATh CBOM 3aKJIIOUYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecrieyeHre JUCHUIITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. IlepenkoB B.M., Mutpomkun A.I. Madopmarmonnas 6e30macHOCTh 1 3ammTa uHdopmanuu. - TamOo0B:
[b.1.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

3. ABepuenkos, B. U. Aynut naHpopMannoHHo# 6e30macHOCTH : yaeOHOe mocoOue Iy By30B. - Bech cpok
OXpaHbl aBTOPCKOTO TpaBa; AyauT WHHOPMAIMOHHONW 0e30macHOCTH. - bpsHCk:  BpsHCckuit
rOCyJIapCTBEHHBIN TeXHUYeCKHil yHUBepcuteT, 2012. - 268 c. - Tekct : anekrponHsiii / IPR BOOKS [caiT].
- URL: http://www.iprbookshop.ru/6991.html

6.2 1Hble NICTOUYHUKH:
1. YHuBepcureTckas OMOIMOTEKa OHJIAMH: ANEKTPOHHO-OMOIOTeYHas cucteMa - http://www.biblioclub.ru

2. KoncynbranT cryaeHTa. ['ymaHMTapHble  HAayKH:  3JEKTPDOHHO-OMONMOTEYHass  CUCTeMa -
http://www.studentlibrary.ru

3. Poccuiickas HanmoHanbHass OM0oiInoTexa - www.nlr.ru
4. Hayunas snexktponHas Oubnroreka Poccuiickoit akaieMiun eCTECTBO3HAHUS - Www.monographies.ru



7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUILIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBbIE CTIPABOYHbIE CHCTEMbI

I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITIINHEC HGOGXO,Z[I/IMO CJICAyomee MarcpruaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATHI JICKIUOHHOI'O W CCMHUHAPCKOT0 THIIA,
rpynmnoBbIX W HWHIAWBHUAYAJIbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHbHOM pa6OTI:I.

VYdeOHble ayTUTOPUN U MIOMEICHHUS JJIS1 CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeICTaBIeHus yueOHo nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHus: 111 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEILHYIO CPeNy YHUBEPCUTETA.

Jlnst mpoBeeHusl 3aHATHI JIEKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHIEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlueH3noHHOE U CBOOOHO pacIpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUCHHE:

Kaspersky Endpoint Security ans OusHeca - Cranmaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Microsoft Office [Ipodeccronanbhsrii mioc 2007
7-Zip 9.20

Onepannonnas cucrema Microsoft Windows 10
Adobe Reader XI - Russian
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3. Hayunas snexrponnas 6ubnuoreka eLIBRARY.ru. — URL: https://elibrary.ru

4. Poccuiickas rocynapctBenHas Oubnaunorexa. — URL: https://www.rsl.ru
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